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1 Introduction

In this section

What is SeagatBiSCWIzard?...........coooiiiiiiiiiiiiieecee e 4
System requirements and supported media..........c.cccooevvvieeeeeennnnnns 4
Technical SUPPOLL.......coo e 5

1.1 What is Seagate DiscWizard?

Seagate DiscWizard is an intatgd software suite that ensures the security of all of the information

on your PC. It can back up the operating system, applications, settings and all of your data, while also
securely destroying any confidential data you no longer need. With this s@&fwau can back up

the entire disk drive or selected partitions.

Seagate DiscWizard provides you with all the essential tools to recover your computer system should
a disaster occur, such as losing data, accidentally deleting critical files or foldeuffeoing a
complete hard disk crash.

You can store backups on almost any PC storage device.

Windowsstyle interface and wizards will make your work easier. Just perform a few simple steps and
let Seagate DiscWizard take care of everything else! Whestensyproblem occurs, the software
will get you up and running in no time.

1.2 System requirements and supported media

1.2.1 Minimum system requirements
Seagate DiscWizard requires the following hardware:

Processor Pentium 1 GHz.

1 GB RAM.

1.5 GB of free space orhard disk.

CDRW/DVDBRW drive or USB flash drive for bootable media creation.
Screen resolution is 1152 x 720.

Mouse or other pointing device (recommended).

> D > D> >

1.2.2 Supported operating systems

Seagate DiscWizard has been tested on the following operating systems:

A Windows XP SP3

Windows 7 SP1 (all editions)
Windows 8 (all editions)
Windows 8.1 (all editions)
Windows 10 Insider Preview
Windows Home Server 2011

> > > > >



Seagate DiscWizard also lets you create a bootablR/ODDR that can back up and recover a
disk/partitionon a computer running any Intedr AMD based PC operating system, including
[ AYdzET © 6 b 2 b&edApple Maciintiss is hoyslippdrted.)

1.2.3 Supported file systems
A FAT16/32

NTFS

Ext2/Ext3/Ext4 *

ReiserFS *

Linux SWAP *

If a file system is not suppted or is corrupted, Seagate DiscWizard can copy data using a
sectorby-sector approach.

> > > >

* The Ext2/Ext3/Ext4, ReiserFS, and Linux SWAP file systems are supported only for disk or partition
backup/recovery operations. You cannot use Seagate DiscWizdilg-fevel operations with these file systems
(file backup, recovery, search, as well as image mounting and file recovering from images). You also cannot
perform backups to disks or partitions with these file systems.

1.2.4 Supported storage media

A Hard disk dves*

Solid State Drives (SSD)

Networked storage devices

CDR/RW, DVER/RW, DVD+R (including doudger DVD+R), DVD+RW, ER/AM, BER, BERE

USB 1.1/2.0/ 3.0, FireWire (IEEE24) and PC card storage devices

w9+t YR 2G0KSNJ NBY2@Fo6fS YSRAL

Seagate D@Wizard supports large hard disk drives with a capacity of more than 2TB. This support is

provided even if the operating system does not have support for such hardware. For more
information seeSeagate Extended Capacity Manage64).

> > >y > >

1.3 Technical Support

Support for Seagate DiscWizard users is provided by Seagate. Please visit Support Page at
www.seagate.com/support.



2 Basic concepts

In this section

Seagate DiscWizard basiC CONCEPLS........ccevrimririiieiiiiiiiieeee e 6.
The difference between file backups and disk/partition images.......7
Full, incremental and differential backups.............ccovvvieiiiiiiiinnnnn 8
Deciding where to store yourackupS..........uvveeeeeeiieiiiiiiieeiieeeeeeeeenn, 10
WIZATUS. ..ttt e e e e e e e sne 11

2.1 Seagate DiscWizard basic concepts

This section provides general information about basic concepts which could be useful for
understanding how the program works.

Backup and recovery

Backuprefers to the making copies of data so that these additional copies may be usecbicer
the original after a data loss event.

Backups are useful primarily for two purposes. The first is to restore a state following a disaster
(called disaster recovery). The second is to recover small numbers of files after they have been
accidentally deleted or corrupted.

Backup versions

Backup versions are the file or files created during each backup operation. The amount of versions
createdis always equal to the amount of times the backup is executed or to the amount of stored
points in time.

So, a version represents a point in time to which the system or data can be restored.

The backup versions are similar to file versions. The file vexsioncept is familiar to those who use

a Windows Vista and Windows 7 feature called "Previous versions of files". This feature allows you to
restore a file as it existed on a particular date and time. A backup version allows you to recover your
data in asimilar way.

Disk cloning

This operation migrates or copies the entire contents of one disk drive to another disk drive. This
may be necessary, for example, when installing a larger capacity disk. The result is two identical
drives with the same file striiare. The "Disk Clone" tool effectively copies all of the contents of one
hard disk drive onto another hard disk drive. The operation allows you to transfer all the information
(including the operating system and installed programs) from one hard disktdranother without
having to reinstall and reconfigure all of your software.

Seagate DiscWizard does not provide for cloning a single partition. You can only clone the entire
drive.

You can also transfer all the information from your hard disk driventiibeer one by backing up the
entire old hard disk and then recovering the backup to the new disk.



Backup file format

Seagate DiscWizard usually saves backup data in the proprietary tib format using compression. This
reduces the amount of needed storage spa

When creating a tib file, the program calculates checksum values for data blocks and adds these
values to the data being backed up. These checksum values allow for the verification of data
integrity.

The data from tib file backups can be recovered dmigugh Seagate products. This may be done in
Windows or in the recovery environment.

Backup validation

The backup validation feature allows you to confirm that your data can be recovered. As mentioned
above, the program adds checksum values to the dideks being backed up. During backup
validation, Seagate DiscWizard opens the backup file, recalculates the checksum values and
compares those values with the stored ones. If all compared values match, the backup file is not
corrupted and there is a highr@bability that the backup can be successfully used for data recovery.
Disaster recovery

Recovering from a disaster usually requires a rescue media and a backup of the system patrtition.

Seagate DiscWizard provides for recovery from a disaster causedtbynsyata corruption, viruses,
malware, or other causes.

If the operating system fails to boot, Seagate DiscWizard will recover the system partition. You can
create a rescue media by using the Media Builder tool.

Scheduling

For your backups to be really Ipéul, they must be as "ufo-date" as possible. This means that you
should run backups on a regular basis. Although creating a backup is quite easy, on occasion, you
may forget to do a backup.

With the scheduler, you do not have to remember. You can sdeezlitomatic backups ahead of
time. Your data will be backed up as long as there is sufficient storage space.

Understanding these terms and concepts will be helpful when using the program'’s features.

2.2 The difference between file backups and
disk/partition images
When you back up files and folders, only the files and folder tree are compressed and stored.

Disk/partition backups are different from file and folder backups. Seagate DiscWizard stores an exact
snapshot of the disk or partition. This procedureasied "creating a disk image", or "creating a disk
backup" and the resulting backup is often called "a disk/partition image" or "a disk/partition backup".

A disk/partition backup contains all the data stored on the disk or partition:

1. Zero track of the hal disk with the master boot record (MBR) (applicable to MBR disk backups
only).
2. One or more partitions, including:

1. Boot code.



2. File system meta data, including service files, file allocation table (FAT) and partition boot
record.

3. File system data, includynoperating system (system files, registry, drivers), user data and
software applications.

3. System Reserved partition, if any.
4. EFI system patrtition, if any (applicable to GPT disk backups only).

By default Seagate DiscWizard stores only the hard disk satiatrcontain data. Furthermore,

Seagate DiscWizard does not back up pagefile.sys under Windows XP and later and hiberfil.sys (a file

that keeps RAM contents when the computer goes into hibernation). This reduces image size and
speeds up image creation @mecovery.

You can change this default method by turning on the selsyesector mode. In this case Seagate
DiscWizard copies all hard disk sectors, and not only those that contain data.

2.3 Full, incremental and differential backups

Note: Incremental and ifferential backups may be unavailable in the Seagate DiscWizard edition that you use.

Seagate DiscWizard offers three backup methods:

Full method

The result of a full method backup operation (also known as full backup version) contains all of the
data atthe moment of the backup creation.

ExampleEvery day, you write one page of your document and back it up using the full method.
DiscWizard saves the entire document every time you run backup.

1.tib, 2.tib, 3.tib, 4.tib- full backup versions.

1.tib 2.tib 3.tib 4.tib

= W W
Additional information

A full backup version forms a base for further incremental or differential backups. It can also be used
as a standalone backup. A standalone full backup might be an optimal solution if you often roll back
the system to its initial state of you do not like to manage multiple backup versions.



Incremental method

The result of an incremental method backup operation (also known as incremental backup version)
contains only those files which have been changed since the LAST BACKUP.

Example:Everyday, you write one page of your document and back it up using the incremental
method. DiscWizard saves the new page every time you run backup.

Note: The first backup version you create always uses full method.

A 1.tib- full backup version.
A 2.tib, 3.tib, 4tib - incremental backup versions.

1.tib 2.tib 3.tib 4.tib

b el
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Additional information

Incremental method is the most useful when you need frequent backup versions and the ability to
roll back to a specific point in time. As a rule, incremental backup versions are consideraldy small
than full or differential versions.

On the other hand, incremental versions require more work for the program to provide recovery. In
the example above, to recover the entire work from 4.tib file, DiscWizard reads data from all backup
versions. Therefa, if you lose an incremental backup version or it becomes corrupted, all later
incremental versions are unusable.

Differential method

The result of a differential method backup operation (also known as differential backup version)
contains only those fiewhich have been changed since the LAST FULL BACKUP.

ExampleEvery day, you write one page of your document and back it up using the differential
method. DiscWizard saves the entire document except the first page stored in the full backup
version.

Note: The first backup version you create always uses full method.

A 1.tib- full backup version.



A 2.tib, 3.tib, 4.tib- differential backup versions.

1.tib 2.tib 3.tib 4.tib

= g
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Additional information

Differential method is an intermediate between the first two approaches. It takes legsand space
than "Full", but more than "Incremental”. To recover data from a differential backup version,
DiscWizard needs only the differential version and the last full version. Therefore, recovery from a
differential version is simpler and more relialthan recovery from an incremental one.

An incremental or differential backup created after a disk is defragmented might be considerably larger than
usual. This is because the defragmentation program changes file locations on the disk and the baekitips refl
these changes. Therefore, it is recommended that yaueate a full backup after disk defragmentation.

To choose a desired backup method, you usually need to configure a custom backup scheme. For
more information se€Custom scheme. 17).

2.4 Deciding where to store your backups

Seagate DiscWizard supports quite a few of storage devices. For more informati®nmaeted
storage medigp.5). Some of the supported storage locations are discussed below.

Harddisk drives

Since hard disk drives are now quite inexpensive, in most cases purchasing an external hard drive for
storing your backups will be an optimal solution. An external drive enhances the security of your data
because you can keep it edite (forexample, at home if you back up your office computer and vice
versa). You can choose various interfac&SB, FireWire, eSATA depending on the configuration of
your computer ports and the required data transfer rate. In many cases the best choice anll be
external USB hard drive, especially if your computer supports USB 3.0.

If you plan to use an external USB hard drive with your desktop PC, connecting the drive to a rear
connector using a short cable will usually provide the most reliable operationrddhices the
chance of data transfer errors during backup/recovery.

Home file server, NAS or NDAS

If you have a Gigabit Ethernet home network and a dedicated file server or NAS, you can store
backups on the file server or NAS practically like on an iatefrive.



If you decide to use an external hard drive, NAS, NDAS, etc., you will need to check whether Seagate
DiscWizard detects the selected backup storage. You need to check this both in Windows and when
booted from the rescue media.

To gain access tma\DAS enabled storage device, in many cases you will need to specify the NDAS
device ID (20 characters) and the write key (5 characters). The write key allows you to use an NDAS
enabled device in write mode (for example, for saving your backups). Utheathevice ID and write

key are printed on a sticker attached to the bottom of the NDAS device or on the inside of its
enclosure. If there is no sticker, you need to contact your NDAS device vendor to obtain that
information.

Optical discs

Blank optical dics such as DMB, DVD+R are very cheap, so they will be the lowest cost solution for
backing up your data, though the slowest one. This is especially true when backing up directly to
DVDs. Furthermore, if your backup consists of several DVDs, data regeverDVDs will require a

lot of disc swapping. On the other hand, using- By discs may be a viable option.

Due to the necessity of swapping discs, we strongly recommend to avoid backing up to DVDs if the number of
discs is more than three. When théseno alternative to backing up to DVDs, we recommend to copy all DVDs
to a folder on a hard disk and then to recover from that folder.

2.4.1 Authentication settings

If you are connecting to a networked computer, in most cases you will need to provide thesagces
credentials for accessing the network share. For example, this is possible when you select a backup
storage. Thduthentication Settingsvindow appears automatically when you select a networked
computer name.

If necessary, specify the user name andgveord, and then clickest connectionWhen the test is
successfully passed, cliClonnect

2.5 Wizards

When you use the available Seagate DiscWizard tools and utilities, the program will in many cases
employ wizards to guide you through the operations.



Forexample, see the screen shot below.

= (2=
@ Clone Disk Wizard

Required steps: Select the target hard disk from the list below.

' Clone Mode

‘ Disk properties
1" Source Disk

<% Destination Disk

Restoration method

d nterface
16 GB VMware, VMware Virtual 51.0 Unknown
16 GB VMware, VMware Virtual 51.0 Unknown
16 GB VMware, VMware Virtual 51.0

e |
lﬁ_(J;B Mew Volume (E:) 4

16.00 GB NTFS

| Primary // Logical // Dynamic E_l Acronis Secure Zone || Unallocated // Unsupported

@ o>

A wizard window usually consists of the following areas:

1.

12

This is the list of steps to complete the operation. A green checkmark appears next to a complete
step. The green arrow indicates the current step. When compl#tihe steps, the program
displays the Summary screen in thimishstep. Check the summary and clRtoceedto start

the operation.

This toolbar contains buttons to manage objects you select in area 3.

For example:

A 54 Details- displays the window thaprovides detailed information about the selected
backup.

A L Properties- displays the selected item properties window.

A L& Create new partition- displays the window where you can configure a new partition
settings.

-

»
A =] Columns- allows you to choose which tabtolumns to display and in which order.
This is the main area where you select items and change settings.
This area displays additional information about the item you select in area 3.

Copy r i Actonis Infernational GmbH, 2002-2015



3 Backing up data

Seagate DiscWizard includes a wealth of sophigtithaickup capabilities that would please even
an IT professional. They allow you to back up your disks and partitions. You can choose a backup
feature that suits you most or use them all. The sections below describe the backup features in more
detail.

Int his section

Backing up partitions and disks...........ccccooiiiiiiiiiiiiiiie 13
BaCKUP OPLIONS......eeiiiiiiiiiiiee e 14
Operations With DACKUPS...........cccuviiiiiieiiieeee e 24

3.1 Backing up partitions and disks

As opposed to file backups, disk and partition backups contain all the data stored on the disk or
partition. This backup type is usually used to create an exact copy of a system patrtition of the whole
system disk. Such backup allows you toorger your computer when Windows works incorrectly or
cannot start.

To back up partitions or disks:

1. Start Seagate DiscWizard.
2. On the sidebar, clickackup

3. To add a new backup, click the plus sign at the bottom of the backup list, and then type a name
for the backup.

4. Click theBackup sourcécon, and then seleddisks and partitions

5. Inthe opened window, select the check boxes next to the partitions and disks that you want to
back up, and then clidRK

To view hidden partitions, clidkull partition list

To back up dynamic disks you can use only the partition mode.

= 0 X

@ SEAGATE My backups My system &
0ry  Backup Q My system
3 Sync

o (=]
$% Tooss
M Hewp

o o

Disks and partitions

6. Click theBackup destinatioricon, and then select a destination for backup:



A Your external drive When an external drive is plugged into your computer, you can select it

from the list.
A Browsa Select a destination from the folder tree.

If possible, avoid storing your system partition backups on dynamic disks, because the system partition is
recovered in the Linux environment. Linux and Windows work with dynamic disks differently. This may

resut in problems during recovery.

7. [optional step] CliclOptionsto set the options for the backup. For more information &sekup

options(p. 14).
8. Perform one of the following:
A To run the backup immediately, cligkart backup

A To run he backup later or on a schedule, click the arrow to the right ofStzet backup

button, and then click.ater.

3.2 Backup options

When you create a backup, you can change additional options artbfireethe backup process. To
open the options window, seléa source and destination for a backup, and then dipkions.

Note that options of each backup type (diskel backup, fildevel backup, online backup, nonstop

backup) are fully independent and you should configure them separately.

After you have instlled the application, all options are set to the initial values. You can change them
for your current backup operation only or for all backups that will be created in future. Select the
Save the settings as defautheck box to apply the modified settinggsall further backup operations

@ SEAGATE My backups Disk backup options
Schedule Backup scheme Notifications
% Backup Q My documents
El Image creation mode
¥ Sync
Back up sector-by-sector [7]
e Toois Back up unallocated space [7]
m Help |__é Backup protection
=] Prepos t commands
[Z] Backup spitting
& valication
=
Upgrade to full version to unlock all unavailable functions.
Save as RESET TO INITIAL
default O SETTINGS X

CANCEL

OK

Advanced

~

If you want to reset all the modified options to the values that were set after the product installation
initially, click theReset to initial settingdutton. Note that this will reset the settings for tlmairrent
backup only. To reset the settings for all further backups, Bledet to initial settingsselect the

Save the settings as defautheck box, and then cli€BK
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3.2.1 Scheduling

TheScheduletab allows you to specify the backup and validation schedule settings.

- 0 X
@ SEAGATE My backups Disk backup options
Schedule Backup scheme Notifications Exclusions Advanced
% Backup Q My documents
o sinc Weekly
TJ’? Tools Monthly
Startat: 5:25 PM
Upon
[T Hep
top
Do not schedul
5% Advanced setting:
X CANCEL v oK

You can choose and set up one of the following backup or validation frequencies:

A Weekly(p.16)t The operation will be executeonce a week or several times a week on the
selected days.

A Do not schedule The scheduler will be turned off for the current operation. In this case the
backup or validation will run only when you clg&ck up nowor Validaterespectively in the
main wincbw.

Advanced settings

ClickingAdvanced settingsllows you to specify the following additional settings for backup and
validation:



A To postpone a scheduled operation until the next time the computer is not in use (a screen saver
is displayed or computer iscked), select th®un the backup only when the computer is idle
check box. If you schedule validation, the check box will chanBenahe validation only when
the computer is idle

A If you want to wake up the sleeping/hibernating computer to perforra ftheduled operation,
select theWake up the sleeping/hibernating computesheck box.

A If the computer is switched off when the scheduled time comes, the operation won't be
performed. You can force the missed operation to run at the next system startugn 3o,
select theRun at system startugheck box.

Additionally, you can set a time delay to start backup after the system startup. For example, to
start backup 20 minutes after system startup, tyg@in the appropriate box.

A If you schedule a backup 8oUSB flash drive or validation of a backup that is located on a USB
flash drive, one more check box apped®sin when the current destination device is attached
Selecting the check box will let you perform a missed operation when the USB flash drive is
attached if it was disconnected at the scheduled time.

A If you want to regularly back up data located on a removable media (for example USB flash drive)
or remote storage (for example network folder or NAS), we recommend that you seleRutine
when the curent source device is attachecheck box. This is useful because an external storage
device may be often unavailable at the scheduled moment of backup. In that case, if the check
box is selected, the missed backup operation will start when the device iectad or attached.

A Run the backup upon HDD alaravailable when Acronis Drive Monitor is installedf)enabled,
the backup will run as soon as there is an alarm on Acronis Drive Monitor about a potential
problem with one of the hard disks in the backsgurce. Acronis Drive Monitor is a hard drive
health monitoring utility based on information received from hard drive S.M.A.R.T. reports,
Windows logs, and its own scripts.

3.2.1.1  Weekly execution parameters

You can set up the following parameters for weeklgmpion execution:

A Week days
Select the days on which to execute the operation by clicking on their names.
A Start time

Set the operation's start time. Enter hours and minutes manually, or set the desired start time
using the up and down buttons.

Descriptionof the Advanced settingsee inSchedulindp. 15).

3.2.2 Backup schemes

Backup schemes along with the scheduler help you to set up your backup strategy. The schemes
allow you to optimize backup storage space usage, improve data stozhigieility, and
automatically delete the obsolete backup versions.

Backup scheme defines the following parameters:

A Backup methods that will be used to create backup versions
A Sequence of the backup versions created using different methods



A Version cleanup fes

- 0 %
@ SEAGATE My backups Disk backup options
Schedule Backup scheme Notifications Exclusions Advanced
Backup Q My documents.
Backup scheme:
Sync
Custom scheme SAVE AS...
Tools Which scheme to choose?
Help
Backup method:
ol A full backup version stores entirely the data selected
to back up.
Difference between methods
The program areates full backup versions only.
Turn on automatic deanup
Save as RESET TO INITIAL .
CANCEL oK
default SETTINGS X Voo

Seagate DiscWizard allows you to choose the following backup schemes:

A Single versior(p. 17) - select this scheme if you want to use the smallest backup storage.
A Custom(p. 17) - select this item if you wat to set up a backup scheme manually.

3.2.2.1  Single version scheme

The program creates a full backup version and overwrites it every time according to the specified
schedule or when you run backup manually.

Backup scheduler setting for disk backup: weekly.
Resit: you have a single ufp-date full backup version.

Required storage space: minimal.

3.2.2.2 Custom schemes

With Seagate DiscWizard you also can create your own backup schemes. Schemes can be based on
the pre-defined backup schemes. You can make changes ileeteas predefined scheme to suit
your needs and then save the changed scheme as a new one.

You cannot overwrite existing pdefined backup schemes.

So first of all select one of the backup methods in the appropriate box.

A Full(p.8)
Select this method if you want to create only full backup versions.

Automatic cleanup rules

To delete obsolete backup versions automatically, you can set one of the following cleanup rules:

A Delete versions older than [defined periodhvailable for full rethod only)- Select this option to
limit the age of backup versions. All versions that are older than the specified period will be
automatically deleted.



A Store no more than [n] recent versior@vailable for full method only)Select this option to
limit the maximum number of backup versions. When the number of versions exceeds the
specified value, the oldest backup version will be automatically deleted.

A Keep size of the backup no more than [defined siz&elect this option to limit maximum size of
the backup. After creating a new backup version, the program checks whether the total backup
size exceeds the specified value. If it's true, the oldest backup version will be deleted.

The first backup version option

Often the first version of any backup is osiethe most valuable versions. This is true because it
stores the initial data state (for example, your system partition with recently installed Windows) or
some other stable data state (for example, data after a successful virus check).

Do not delete thefirst version of the backup Select this check box to keep the initial data state. The
program will create two initial full backup versions. The first version will be excluded from the
automatic cleanup, and will be stored until you delete it manually.

Note that when the check box is selected, tBre no more than [n] recent versiornsheck box will
change toStore no more than 1+[n] recent versions

Managing custom backup schemes

If you change anything in an existing backup scheme, you can save tigedhscheme as a new
one. In this case you need to specify a new name for that backup scheme.

A You can overwrite existing custom schemes.

A You cannot overwrite existing paefined backup schemes.

A In a scheme name, you can use any symbols allowed by @&nfiang files. The maximum length
of a backup scheme name is 255 symbols.

A You can create not more than 16 custom backup schemes.

After creating a custom backup scheme, you can use it as any other existing backup scheme while
configuring a backup.

You can o use a custom backup scheme without saving it. In this case, it will be available only for
the backup where it was created and you will be unable to use it for other backups.

If you do not need a custom backup scheme anymore, you can delete it. Te tlideicheme, select
it in the backup schemes list, clibelete, and then clickbelete schemen the confirmation window.

The predefined backup schemes cannot be deleted.

3.2.3 Notifications for backup operation

Free disk space threshold

You may want to be risied when the free space on the backup storage becomes less than the
specified threshold value. If after starting a backup Seagate DiscWizard finds out that the free space
in the selected backup location is already less than the specified value, theupregll not begin

the actual backup process and will immediately inform you by displaying an appropriate message.
The message offers you three choieés ignore it and proceed with the backup, to browse for

another location for the backup or to cancéktbackup.

If the free space becomes less than the specified value while the backup is being run, the program
will display the same message and you will have to make the same decisions.



To set the free disk space threshold:

A Select theShow notification message on insufficient free disk spacheck box
A In the Sizebox, type or select a threshold value and select a unit of measure
Seagate DiscWizard can monitor free space on the following storage devices:
A Local hard drives

A USB cards and drives
A Network share$SMB/NFS)

The message will not be displayed if e not show messages and dialogs while processing (silent mode)
check box is selected in tReror handlingsettings.

This option cannot be enabled for FTP servers and CD/DVD drives.

3.2.4 Image creation mode

You can use these parameters to create an exact copy of your whole partitions or hard disks, and not
only the sectors that contain data. For example, this can be useful when you want to back up a
partition or disk containing an operating system that is spported by DiscWizard. Please note

that this mode increases processing time and usually results in a larger image file.

A To create a sectaby-sector image, select thBack up sectoby-sectorcheck box.

A To include all unallocated disk space into the bgclselect theBack up unallocated spaagheck
box.

This check box is available only when Baxk up secteby-sectorcheck box is selected.

3.2.5 Backup protection

A backup file can be passwepdotected. By default, there is no password protection for baskup

You cannot set or change the password for an already existing backup.

To protect a backup:

1. Enter the password for the backup into tRasswordield. We recommend that you use a
password longer than seven symbols and containing both letters (in upgkloaver cases
preferably) and numbers to make it more difficult to guess.

A password cannot be retrieved. Please memorize the password that you specify for a backup protection.

2. Retype the previously entered password into thenfirmfield.

3. [optional step]To increase the security of your confidential data, you can encrypt the backup
with strong industrystandard AES (Advanced Encryption Standard) cryptographic algorithm. AES
is available with three key lengtlasl28, 192 and 256 bits to balance performaiace
protection as desired.

The 128bit encryption key is sufficient for most applications. The longer the key, the more
secure your data. However, the 192 and A56long keys significantly slow down the backup
process.

If you want to use AES encryptiamoose one of the following keys:
A AES 128to use 128&bit encryption key
A AES 192to use 192bit encryption key
A AES 25610 use 256bit encryption key



If you do not want to encrypt the backup and only want to protect a backup with a password,
selectNone.

4. Having specified the backup settings, clik
How to get access to a passwopiotected backup

DiscWizard asks for the password every time you try to modify the backup:

Recover data from the backup
Edit settings

Delete

Mount

> > > > >

Move

To access the loaup, you must specify the correct password.

3.2.6 Pre/Post commands for backup

You can specify commands (or even batch files) that will be automatically executed before and after
the backup procedure.

For example, you may want to start/stop certain Windowsagasses, or check your data before
starting backup.

To specify commands (batch files):

A Select a command to be executed before the backup process starts Rrélmmmmandfield. To
create a new command or select a new batch file, clicik&tiébutton.

A Sebct a command to be executed after the backup process ends iRdkecommandfield. To
create a new command or select a new batch file, clicik&tiébutton.

Please do not try to execute interactive commands, i.e. commands that require user input (for
example, "pause”). These are not supported.

3.2.6.1  Edit user command for backup
You can specify user commands to be executed before or after the backup procedure:

A In theCommandfield, typein a command or select it from the list. Clicko select a batch file.

A In theWorking directoryfield, typein a path for command execution or select it from the list of
previously entered paths.

A In the Argumentsfield enter or select command execution arguments from the list.

Disabling théDo not perform operations untithe command's execution is complefgarameter
(enabled for Pre commands by default), will permit the backup process to run concurrently with your
command execution.

TheAbort the operation if the user command fail&nabled by default) parameter will atidhe
operation if any errors occur in command execution.

You can test a command you entered by clickingTtast commandutton.



3.2.7 Backup splitting

Seagate DiscWizard cannot split already existing backups. Backups can be split only when being created.

Lalge backups can be split into several files that together make up the original backup. A backup can
also be split for burning to removable media.

The default setting Automatic. With this setting, Seagate DiscWizard will act as follows.

When backing up t@ hard disk:

A If the selected disk has enough space and its file system allows the estimated file size, the
program will create a single backup file.

A If the storage disk has enough space, but its file system does not allow the estimated file size, the
program will automatically split the image into several files.

A If you do not have enough space to store the image on your hard disk, the program will warn you
and wait for your decision as to how you plan to fix the problem. You can try to free some
additiond space and continue or select another disk.

When backing up to a CB/RW, DVER/RW, DVD+R/RW, BR/RE:
A Seagate DiscWizard will ask you to insert a new disk when the previous one is full.

Alternatively, you may select the desired file size from the etopn list. The backup will then be
split into multiple files of the specified size. This is useful when you store a backup to a hard disk in
order to burn the backup to CR/RW, DVER/RW, DVD+R/RW or BURE later on.

Creating images directly on (ORW, WD-R/RW, DVD+R/RW, BURE might take considerably more time
than it would on a hard disk.

3.2.8 Backup validation option

You can specify the additional validation settifglidate backup when it is created
When this option is enabled, the program will chéloé integrity of the recently created or
supplemented backup version immediately after backup. When setting up a backup of critical data or

a disk/partition backup, we strongly recommend that you enable this option in order to ensure that
the backup can based to recover the lost data.

Regular validation

You can also schedule validation of your backups to ensure that they remain "healthy". By default
regular validation is turned on with the following settings:

A Frequency: once a week

A Day: the date when thbackup was started

A Time: the moment of backup start plus 15 minutes

A Advanced settings: thRun the validation only when the computer is idgheck box is selected

You can change the default settings and specify your own schedule. For more information see
Sheduling(p. 15).

3.2.9 Backup reserve copy

You can create reserve copies of your backups and save them on the file system or a network drive.



To make a reserve copy:

A Select theCreate a reserve copy of my backugiseck box
A ClickSet locdion... and specify a location for the backup copies

All backup options (such as backup compression, backup splitting, etc.) will be inherited from the
source backup.

A reserve copy always contains all the data selected for backup, that is, when creassgve copy the
program always makes a full backup of the source data.

Also remember that you will pay for the enhanced convenience and increased security of your data
by the time required for performing the backup because normal backup and reservengaegi
performed one at a time and not simultaneously.

3.2.10 Removable media settings

The following settings are available:

A Ask for first media while creating backups on removable media

You can choose whether to display the Insert First Media prompt when lgpagito removable
media. With the default setting, backing up to removable media may not be possible if the user is
away, because the program will wait for someone to press OK in the prompt box. Therefore, you
should disable the prompt when scheduling akap to removable media. Then, if the

removable media is available (for example;RBW inserted) the backup can run unattended.

If you have other Seagate products installed on your computer, the bootable versions of these
programs' components will be @ffed as well.

3.2.11 Backup comment

This option allows you to add comments to the backup. Backup comments may help you to find the
necessary backup later, when recovering data by using bootable media.

If a backup does not have comments, type your comment irctmments area. When a comment
already exists, you can edit it after clickigdit.

3.2.12 Error handling

When the program encountered an error while performing backup, it stops the backup process and
displays a message, waiting for a response on how to handlertbe If you set an error handling
policy, the program will not stop the backup process and warn you about an error with a message,
but will simply handle the error according to the set rules and continue working.

You can set the following error handjipolicy:

-

A Do not show messages and dialogs while processing (silent m{ttie)preset is disabled)You
can enable this setting to ignore errors during backup operations. This feature was mainly
designed for unattended backups when you cannot controlithekup process. In this mode no
notifications will be displayed to you if errors occur during backup. Instead you can view the
detailed log of all operations after the backup process finishes.

A Ignore bad sector¢the preset is disabled)This option is mrsent only for disk and partition
backups. It lets you run a backup even if there are bad sectors on the hard disk. Although most
disks do not have bad sectors, the possibility that they might occur increases during the course of
the hard disk'’s lifetimelf your hard drive has started making strange noises (for example, it



starts making quite loud clicking or grinding noises during operation), such noises may mean that
the hard drive is failing. When the hard drive completely fails, you can lose impoidgatso it

is high time to back up the drive as soon as possible. There may be a problem ¢itbedhiling

hard drive might already have bad sectors. If lipeore bad sectorgheck box is left unselected,

a backup is aborted in case of read and/onteverrors that could occur on the bad sectors.

Selecting this box lets you run a backup even if there are bad sectors on the hard disk ensuring
that you save as much information from the hard drive as possible.

A Repeat attempt if a backup failsThis optia allows you to automatically repeat a backup
attempt if the backup fails for some reason. You can configure this option by specifying two
settings- number of attempts and time interval between attempts. According to these settings,
Seagate Seagate Dis@afid will try to back up your data until the backup is successfully created.
But if the error interrupting the backup persists, then the backup will not be created.

3.2.13 File-level security settings for backup

Note: This feature may be unavailable in the SeedaiscWizard edition that you use.

You can specify security settings for backed up files (these settings relate only to file/folder backups):

A Preserve file security settings in backupselecting this option will preserve all the security
properties (pemissions assigned to groups or users) of the backup files for further recovery.

By default, files and folders are saved in the backup with their original Windows security settings
(i.e. permissions for read, write, execute and so on for each user oguzep, set in file

Properties-> Security. If you recover a secured file/folder on a computer without the user
specified in the permissions, you may not be able to read or modify this file.

To eliminate this kind of problem, you can disable preserviagéturity settings in backups.
Then the recovered files/folders will always inherit the permissions from the folder to which they
are recovered (parent folder or disk, if recovered to the root).

Or, you can disable file security settings during recovargn if they are available in the backup.
The result will be the same.

A In backups, store encrypted files in a decrypted stdtbe preset is disabled)check the option
if there are encrypted files in the backup and you want them to be accessed by arsftase
recovery. Otherwise, only the user who encrypted the files/folders will be able to read them.
Decryption may also be useful if you are going to recover encrypted files on another computer.

If you do not use the encryption feature available in WiwdoXP and later operating systems,
simply ignore this option. (Files/folders encryption is se®iaperties-> General-> Advanced
Attributes -> Encrypt contents to secure daja

These options relate only to file/folder backups.

3.2.14 Computer shutdown

If youknow that the backup process you are configuring may take a long time, you may select the
Shut down the computer after the backup is completheck box. In this case, you will not have to
wait until the operation completion. The program will perform theckap and turn off your

computer automatically.

This option is also useful when you schedule your backups. For example, you may want to perform
backups every weekday in the evening to save all your work. Schedule the backup and select the
check box. Afterttat you may leave your computer when you finish your work knowing that the
critical data will be backed up and the computer will be turned off.



3.2.15 Performance of backup operation

On thePerformancetab you can configure the following settings:

Compression leel

You can choose the compression level for a backup:

A None-the data will be copied without any compression, which may significantly increase the
backup file size.

A Normal-the recommended data compression level (set by default).

A High- higher backup féd compression level, takes more time to create a backup.

A Maximum - maximum backup compression, but takes a long time to create a backup.

The optimal data compression level depends on the type of files stored in the backup. For example, even
maximum compresion will not significantly reduce the backup size, if the backup contains essentially
compressed files, like .jpg, .pdf or .mp3.

Operation priority

Changing the priority of a backup or recovery process can make it run faster or slower (depending on
whether you raise or lower the priority), but it can also adversely affect the performance of other
running programs. The priority of any process running in a system, determines the amount of CPU
usage and system resources allocated to that process. Decreasimperation priority will free

more resources for other CPU tasks. Increasing backup or recovery priority may speed up the process
by taking resources from the other currently running processes. The effect will depend on total CPU
usage and other factors.

You can set up the operation priority:

A Low(enabled by default)the backup or recovery process will run slower, but the performance
of other programs will be increased.

A Normal- the backup or recovery process will have the equal priority with othergsses.

A High-the backup or recovery process will run faster, but the performance of other programs will
be reduced. Be aware that selecting this option may result in 100% CPU usage by Seagate
DiscWizard.

Network connection speed limit

When you back up datto network drives or FTP, you can reduce the influence of connection used by
DiscWizard on other network connections of your computer. Set the connection speed that will allow
you to use Internet and network resources without annoying slowdowns.

To redue connection speed:

A Select theLimit transfer rate tocheck box and specify an optimal value and an appropriate
measurement unit (kilobits or megabits per second).



3.3 Operations with backups
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3.3.1 Backup operations menu

The backup operations menu provides quick actesslditional operations that can be performed
with the selected backup.

My backups

Q My system

Edit settings

Validate

Open location

Clone settings

Move...

Remove from the list

Delete

The backup operations menu can contain the following items:

A Edit settings- allows editing of the current backup settings.

-

A Reconfigurg(for backups manually added to the backup)listllows configuring the settings of a
backup created by a previous DiscWizard version. This item may also appear for backups created
on another computer and added to the backup list without importing their settings.

Without backup settings, you cannafresh the backup by clickiig@ack up now Also, you
cannot edit and clone the backup settings.

A Reconfigurgfor online backups)allows you to bind a selected online backup to the current
computer. To do this, click this item and reconfigure settingb®backup. Note that only one
online backup can be active on one computer.

A Validate- starts backup validation.

A Clean up(available for nonstop backup onk®pens theCleanupdialog box where you can
delete the backup versions you no longer need. Thekbp chain will not be corrupted.

A Open location- opens the folder containing the backup files.

A Clone settings Creates a new empty backup box with the settings of the initial backup and
named(1) [the initial backup name]Change the settings, save theamd then cliclBack up
now on the cloned backup box.

A Move - click to move all the backup files to another location. The subsequent backup versions
will be saved to the new location.



If you change the backup destination by editing the backup settings nhemhbackup versions
will be saved to the new location. The earlier backup versions will remain in the old location.

A Remove from the list removes the current backup from the backup list shown in the My
backups area. This operation also turns off the slcitiag of the removed backup (if a schedule
was set), but it does not delete the backup files.

A Delete- depending on a backup type, this command completely deletes the backup from its
location or allows you to choose whether you want to delete the backuppdetely or the
backup box only. When you delete a backup box, the backup files remain in the location, and you
will be able to add the backup to the list later. Note that when you delete a backup completely,
the deletion cannot be undone.

3.3.2 Validating badkups

The validation procedure checks whether you will be able to recover data from a backup.

Validating backups in Windows
To validate an entire backup:

1. Start Seagate DiscWizard, and then diiekkupon the sidebar.
2. From the backup list, select the backigpvalidate, cliclOperations and then click/alidate.

Validating backups in a standlone version of DiscWizard (bootable media)
To validate a specific backup version or an entire backup:

1. On theRecoverytab, find the backup that contains the versiorattyou want to validate. If the
backup is not listed, clidBrowse for backupand then specify the path to the backup.
DiscWizard adds this backup to the list.

2. Rightclick the backup or a specific version, and then aligkdate Archive This opens the
Validate Wizard

3. ClickProceed

3.3.3 Adding an existing backup to the list

You may have Seagate DiscWizard backups created by a previous product version or copied from
another computer. Every time you start Seagate DiscWizard, it scans your computer for skighsba
and adds them to the backup list automatically.

If you have backups that are not shown in the list, you can add them manually.

To add backups manually:

1. IntheBackupsection, clickAdd backup and then clickdAdd existing backupProgram opens a
window where you can browse for backups on your computer.

2. Select a backup version (a .tib file), and then Aidd.
The entire backup will be added to the list.



4 Recovering data
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4.1 Recovering disks and partitions
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4.1.1 Recovering your system after a crash

When your computer fails to boot, it is advisable to at first try to find the cause using the suggestions
given inTrying to determine the crash caufe 27). If the crash is caused by corruption of the

operating system, use a backup to recover your system. Make the preparations described in
Preparing for recover{p. 27) and then proceed with recovering your system.

4.1.1.1  Trying to determine the crash cause
A system crash can be due to two basic factors:

A Hardware failure

In this scenario, it is better to let your service center handle the repairs. However, you may want
to perform some routine tests. Check the cables, connectpower of external devices, etc.

Then, restart the computer. If there is a hardware problem, the PeiSelf Test (POST) will
inform you about the failure.

If the POST does not reveal a hardware failure, enter BIOS and check whether it recognizes your
system hard disk drive. To enter BIOS, press the required key combiriaébrY Ctrl+Alt+Esc
Ctrl+Escor some other, depending on your BIOS) during the POST sequence. Usually the
message with the required key combination is displayed during théugtaest. Pressing this
combination takes you to the setup menu. Go to the hard disk autodetection utility which usually
comes under "Standard CMOS Setup” or "Advanced CMOS setup". If the utility does not detect
the system drive, it has failed and you ndedeplace the drive.

Operating system corruption (Windows cannot start up)

If the POST correctly detects your system hard disk drive, then the cause of the crash is probably
a virus, malware or corruption of a system file required for booting. In tée,crecover the

system using a backup of your system disk or system partition. ReRedovering your system

(p. 28) for details.



4.1.1.2  Preparing for recovery

We recommend that you perform the following actions before recovery:

A Scan tle computer for viruses if you suspect that the crash occurred due to a virus or malware

attack.

A Under bootable media, try a test recovery to a spare hard drive, if you have one.
A Validate the image under bootable media. A backup that can be read duridgtiah in

Windows,may not always be readable in a Linux environment
Under bootable media, there are two ways to validate a backup:

A To validate a backup manually, on tRecoverytab, rightclick a backup and selec¢tlidate

Archive

A To validate a backuputomatically before recovery, on th@ptionsstep of theRecovery

Wizard select thevalidate backup archive before recovecheck box.

Fasuiiary 2z

@ Recovery Wizard

% Options

(%)

=] el
(%) Recowvery optinns
Recovery options
‘ou can configure additional setlings for the data recovery process
[¥] walidate hackup archive hefore recoery
] Reboot the computer automatically if needed for the recovery

A Assign unique names (labels) to all partitions on your hard drives. This will make finding the disk

containing youtbackups easier.

When you use the Seagate DiscWizard rescue media, it creates disk drive letters that might differ
from the way Windows identifies drives. For example, the D: disk identified in the standalone
Seagate DiscWizard might correspond to the &k oh Windows.

4.1.1.3 Recovering your system to the same disk

Before you start, we recommend that you complete the procedures describ@ckjparing for

recovery(p. 27).

To recover your system:

1. Attach the external drive if it contains thebkup to be used for recovery and make sure that the

drive is powered on.

2. Arrange the boot order in BIOS so as to make your rescue media device (CD, DVD or USB stick)
the first boot device. SeArranging boot order in BIgB. 37).

3. Boot from the rescue media and sel€ftue Image




4. OntheHomescreen, seledwly disksbelowRecover

Backup

Recovery

Log

Tools & Utilities

Szzyaiz Discyizard ESSIEcR E
-

Welcome to Seagate DiscWizard

What would you like to do?

+~ Clone Disk
ig one Dis 3

Copy partitions from one disk to another.

F Add New Disk

Add a new hard disk drive to your system.

% Extended Capacity Manager

Manage extended capacity disks.

&7 TimssD

T Trim your SSD

o Localvolumes letters may be different fror
those in Windows

My favorites
@ Help
(2 Options

3£ Tools & Utilities

Select the system disk or partition backup to be used for recovery.
When the backup is not displayed, cl@towseand specify path to the backup manually.
6. SelectRecover whole disks and partitiorsst the Recovery methodstep.

Fracoyapy iifizzrd

@ Recovery Wizard

= Recovery method

Choose recovery method.

@ Recover whole disks and partitions

O Fecover chosen files and folders

Selectfiles and folders to recover from the original disk backup.

[ Mext =

][ Cancel ]

7. Select the system partition (usually C) on WWeat to recoverscreen. If the system partition has
a different letter, select the partition using tidagscolumn. It must have théri, Actflags.
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In case of Windows 7 the System Reserved partition will haverib&ct flags. You will need to select for

recovery both the System Reserved partition and the System partition.

Flacoary Wiz

@ Recovery Wizard

o

(=] [aEsal]
Select the items to recover.
Partition Flags Cap... Used Sp..  Type
(@ Disk 1 S
[&NTFS (Unlabeled) (G PriAct  100GE  2.348 GB NTFS
[ [ MER and Track 0 WBR and Track 0

[ Next = ][ Cancel ]

8. At the "Settings of partition C" (or the letter of the systeartition, if it is different) step check
the default settings and clidkextif they are correct. Otherwise, change the settings as required
before clickingNext. Changing the settings will be needed when recovering to the new hard disk

30

of a different @pacity.

Carefully read the summary of operations at fieishstep. If you have not resized the partition,
the sizes in th®eleting partitionand Recovering partitionitems must match. Having checked

the summary cliclProceed

Flacoary Wiz

@ Recovery Wizard

(=]

Summary

Opetations
Nurnber of oparations: 2

1. Deleting pattition
Hard disk: 1
Drive letter: C:
File system: NTFS
Wolume label:
Size: 100 GB

2. Recovering partition sector by sector
Hard disk: 1
Drive letter: C:
File system: NTFS
Wolume label:
Size: 100 GB

[ Options

][ Proceed ][ Cancel ]
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10. When the operation finises, exit the standalone version of Seagate DiscWizard, remove the

rescue media and boot from the recovered system partition. After making sure that you have
recovered Windows to the state you need, restore the original boot order.

Recovering your systemto a new disk under bootable media

Before you start, we recommend that you complete the preparations describBcejparing for
recovery(p.27). You do not need to format the new disk, as this will be done in the process of
recovery.

Warning! Your old and new hard drives must work in the same controller mode (for example, IDE or AHCI).
Otherwise, your computer will not start from the new hard drive.

To recover your system to a new disk:

1.

8.

Install the new hard drive to the same positimnthe computer and use the same cable and
connector that was used for the original drive. If this is not possible, install the new drive to
where it will be used.

Attach the external drive if it contains the backup to be used for recovery and make sitithéh

drive is powered on.

Arrange the boot order in BIOS so as to make your rescue media device (CD, DVD or USB stick)
the first boot device. Se@rranging boot order in BIgB. 37).

Boot from the rescue media and seldeue Image
On theHomescreen, seledily disksbelowRecover

Select the system disk or partition backup to be used for recovery. When the backup is not
displayed, clicBrowseand specify path to the backup manually.

If you have a hidden patrtition (for examplegt®Bystem Reserved partition or a partition created
by the PC manufacturer), cli€letailson the wizard's toolbar. Please remember the location and
size of the hidden patrtition, because these parameters need to be the same on your new disk.

Eizicktia [nforimztion @

Backup information

Detailed information on the selected backup
Fath: Gindy hackupsindy_System_diskiib

Mame: hy_Systern_disk
Backup method: Full
Backup file type: tih

Created: 21811 11:22:60 AM

1

1R GE G- System disk (G
1.. 15.9GB NTFS

_ | Primary i Logical If Dynamic h: Acronis Secure Zaone Unallocated i Unsupported

©

SelectRecove whole disks and partitionst the Recovery methodstep.



9. On theWhat to recoverstep, select the boxes of the partitions to be recovered. Do not select
the MBR and Track Box.

(= s

Flacorary wizard
@ Recovery Wizard

Select the items to recover.

Partition Fla.. Capa... UsedS..  Type

[ Disk 1

[ NTFS (Systerm disk) (C2) Fri 169 GE 8145 GE NTFS
[ [ MER and Track 0 MER and Track 0
[7] [ NTFS (Systern Reserved)  PriAct. 101.9ME 2463 ME NTFS

A

Selecting partitions leads to appearance of the relevant steps "Settingartition ...". Note that
these steps start with partitions which do not have an assigned disk letter (as usually is the case
with hidden partitions). The partitions then take an ascending order of partition disk letters. This
order cannot be changed. Tleder may differ from the physical order of the partitions on the
hard disk.

10. On the Settings of the hidden partition step (usually named Settings of Partiionspecify the

following settings:
A Location.ClickNew location select your new disk by eithés assigned name or capacity,

and then cliclAccept

[Er=]

Facoyary wizand

@ Recovery Wizard

- . . .
(==

PErftiar Lastnzion

@ New partition location

Partition Flags  Capac.. FreeSp..  Ty..

Disk 1 |
[y NTFS (System Resened) (C1) PriAct  1019MB 7731 MB NTFS
[y MTFS (Systam disk) (D7) i 16.GE  7.758 GE MTFS

Disk 2

[y MTFS (Backups) (E3) Pri 16GE  12.08 GE MTFS

Disk 2
2 24.91 GB NTFS

©
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A Type.Check the partition type and change it, if necessary. Ensure that the System Reserved
partition (if any) is primary and marked as active.

A SizeClickChange defaulin the Partition size ared@y default the partition occupies the
entire new disk. Enter the correct size in the Partition size field (you can see this value on the
What to recoverstep). Then drag this partition to the same location that you saw in the
Backup Information window, ifecessary. Clickccept

11. On theSettings of Partition Gtep, specify the settings for the second partition, which in this
case is your system patrtition.

A ClickNew location and then select unallocated space on the destination disk that will
receive thepartition.

A Change the partition type, if necessary. The system partition must be primary.




































































































































